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DETAILED ACTION 

1. Claims 1-21 have been examined. 

Claim Rejections - 35 USC § 101 

2. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

3. Claims 9-10 are rejected under 35 U.S.C. 101 . Regarding claim 9, it is not 
tangibly embodied as it is only software per se. It is suggested that the limitation of 
claim 10, which is dependent upon claim 9, be put into claim 9 and that claim 10 be 
cancelled. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

5. Claims 1 and 9-1 1 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Holmes (5,875,395). Regarding claim 1 , which is exemplary of claims 9-1 1 , Holmes 
discloses an access restriction method for a device control system comprising a device 
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control server interconnected over a home network with one or more devices within a 
home (fig. 1, elements 12, 26), and an operating terminal capable of wired or wireless 
transmission of instruction signals relating to operation of said one or more devices (fig. 
1, element 10), said method including the steps of: accepting instruction information 
including said operating terminal identifier and said instruction signals relating to 
operation of said one or more devices (fig. 5, step 52); determining said operating 
terminal access right based on said operating terminal identifier included in said 
instruction information (fig. 5, step 54); and controlling said one or more devices based 
on said operating terminal access right and said signal instructions relating to said one 
or more devices (fig. 5, steps 58-66). Holmes does not explicitly disclose the step of 
accepting registration of terminal information for associating a unique identifier 
established for said operating terminal with said operating terminal access right. 
However, this feature is deemed to be inherent to the Holmes method as lines 1-17 of 
column 3 show that the device control server uses stored information to authenticate 
and authorize the operating terminal. The Holmes method would be inoperative if the 
server did not accept registration of terminal information for associating a unique 
identifier established for said operating terminal with said operating terminal access 
right. 

Claim Rejections - 35 USC § 103 

6. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

7. Claims 2-3 and 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Holmes as applied to claims 1 and 1 1 above, and further in view of Buffam 
(6,185,316). Holmes discloses using a challenge-response scheme based on 
symmetric-key cryptography between the server and the terminal (col. 1 , lines 50-67). 
Holmes does not teach using a challenge-response scheme based on a public-key 
cryptography. Buffam discloses using a challenge-response scheme based on a public- 
key cryptography and that the public key is part of the identity of an entity and should be 
made known to other entities (col. 5, lines 45-54; col. 6, lines 18-29). It would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the Holmes method to use a challenge-response scheme based on a public-key 
cryptography, as taught by Buffam. The motivation for doing so would have been that 
no secret information had to be shared by the entities involved in the exchange. 
Accordingly, the server receives the public key of the terminal as part of the registration 
information. 

8. Claims 4-6 and 13-15 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Holmes as applied to claims 1 and 1 1 above, and further in view of Sizer, II et al 
(6,021 ,324). Holmes discloses that the server verifies the terminal's access right when 
receiving instruction information from the terminal. Holmes does not disclose that the 
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server is connected to an external network from which electronic information is acquired 
and that the information is stored at the server and then presented. Sizer discloses a 
system for controlling appliances within a home including a control server, the server is 
connected to an external network from which electronic information is acquired and that 
the information is stored at the server and then presented (col. 2, lines 30-42; col. 6, 
lines 21-28). It would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the Holmes method such that the server is connected to 
an external network from which electronic information is acquired and that the 
information is stored at the server and then presented, as taught by Sizer. The 
motivation for doing so would have been that electronic content could be downloaded 
from a cable company for use at the premises. Accordingly, access to the external 
server and the electronic information is control by access right of the terminal. 

9. Claims 7 and 16 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Holmes as applied to claims 1 and 1 1 above, and further in view of Muhonen 
(6,751 ,472). Holmes does not disclose that the access right of the operating terminal is 
determined based on whether the operating terminal is located inside or outside the 
house. Muhonen discloses that different access rights are applied depending on the 
location of a mobile terminal whether it is located inside a house (col. 5, lines 33-51 ). It 
would have been obvious to one of ordinary skill in the art at the time the invention was 
made to modify the Holmes method such that the access right of the operating terminal 
is determined based on whether the operating terminal is located inside or outside the 
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house, as taught by Muhonen. The motivation for doing so would have been to extend 
the capabilities of the operator to offer different services depending on the location of 
the subscriber. 

10. Claims 8 and 17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Holmes as applied to claims 1 and 1 1 above, and further in view of Dugan (6,779,030). 
Holmes discloses authenticating the terminal. Holmes does not disclose authenticating 
the user of the terminal. Dugan discloses authenticating the terminal and authenticating 
the user of the terminal using a user's information (col. 67, lines 49-54). It would have 
been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the Holmes method to also authenticate a user of the terminal using the user's 
information, as taught by Dugan. The motivation for doing so would have been that only 
authorized users are allowed to operate the terminal. Accordingly, the server receives 
the user's registration information as part of the registration information. 

1 1 . Claims 18 and 21 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Holmes in view of Yatsukawa (6,148,404). Holmes discloses an operating terminal 
that in a device control system having a device control server interconnected over a 
wired or wireless home network with one or more devices within a home, sends 
instruction signals relating to operations of said one or more devices (fig. 1, elements 
10, 12, 26), comprising: identifier storage means storing a unique identifier (col. 1, lines 
56-58); input acceptance means for accepting input of instructions relating to operation 
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of said one or more devices (fig. 1 , element 10); instruction information generation 
means for generating instruction information based on inputted instructions accepted by 
said input acceptance means and on an identifier stored in said identifier storage 
means; and instruction information transmission means for wired or wireless 
transmission of instruction information generated by said instruction information 
generation means (fig. 5, step 52-58). Holmes further discloses using a challenge- 
response scheme based on symmetric-key cryptography between the server and the 
operating terminal (col. 1, lines 50-67). Holmes does not teach using a challenge- 
response scheme based on a public-key cryptography. Yatsukawa discloses using a 
challenge-response scheme based on a public-key cryptography, in which a terminal 
first registers its identifier and public key with a server, encrypts a predetermined value 
with its private key and sends the encrypted value to the server for authentication 
(figures 13-14; col. 20, lines 39-55). It would have been obvious to one of ordinary skill 
in the art at the time the invention was made to modify the Holmes method to use a 
challenge-response scheme based on a public-key cryptography, in which a terminal 
first registers its identifier and public key with a server, encrypts a predetermined value 
with its private key and sends the encrypted value to the server for authentication, as 
taught by Yatsukawa. The use of public-key cryptography is indispensable to satisfy all 
conditions of a digital signature (col. 3, line 66 - col. 4, line 11). 

12. Claim 19 is rejected under 35 U.S.C. 103(a) as being unpatentable over Holmes 
in view of Yatsukawa as applied to claim 18 above, and further in view of Muhonen. 



Application/Control Number: 09/955,945 Page 8 

Art Unit: 2132 

Holmes discloses generating instruction information based on said inputted instruction 
and said identifier (fig. 5). Holmes does not disclose using location information. 
Muhonen discloses that different services are offered depending on the location of a 
mobile terminal (col. 5, lines 33-51). It would have been obvious to one of ordinary skill 
in the art at the time the invention was made to modify the Holmes terminal to use its 
location information, as taught by Muhonen. The motivation for doing so would have 
been to extend the capabilities of the operator to offer different services depending on 
the location of the subscriber. 

13. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Holmes 
in view of Yatsukawa as applied to claim 18 above, and further in view of Dugan. 
Holmes discloses using the terminal identifier to authenticate the terminal. Holmes 
does not disclose using a user's information to authenticate the user of the terminal. 
Dugan discloses authenticating the terminal and authenticating the user of the terminal 
using a user's information (col. 67, lines 49-54). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the Holmes method 
to also authenticate a user of the terminal using the user's information, as taught by 
Dugan. The motivation for doing so would have been that only authorized users are 
allowed to operate the terminal. 
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Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dinh whose telephone number is 571-272-3802. 
The examiner can normally be reached on Mon-Fri: 10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gilberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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